[Tpunoxenue 3

K IIPOTOKOJIY BHEOUEPETHOTO 3aceJaHusI
AHTUTEPPOPHCTHYECKOH Komuccud XMAO — FOrprr
oT 21 oxtsa6ps 2025 roma No 137

HHCTPYKLUSA

0 NopsAKe AeHCTBHH Hace/IeHUs NIPH MOJYYeHHH CHTHAJIOB
«becnujIoOTHasI ONACHOCTH», «YTpo3a aTaKH GeCNHJIOTHHKA»

1. Ilpu noayuyennn curaajga «BECIIMJIOTHAS OITACHOCTDb»:

Cnpasouno:
Hannviii cuznan osnavaem, ymo 6 coceonux cybvekmax Poccuu 06Hapyscenvl Gecnuiommuole
6030yuHble cyona'>,

B coomsemcmesuu ¢ NOJIYYECHHBIM CUCHAIIOM DE2UOHANIbHBIMU U MYHUYUNAILHBIMU OP2AHAMU

sracmu, _a__makoice _cunrogoimu__cmpykmypamu _evinoansiomes  IHPEAYITPE/IUTEIBHBIE

MEPONPUSUSL, U3 HUX:

- YCUnu6aemes. KOHMpPONb 3a 6030YUHBIM NPOCMPAHCIMBOM;

- 6600UMCA 02panuyerHue MOOUILHO20 UHMePHemd,

- 6 pe2uonanbHulx u MyHuyunanvHolx CMH, mopeosbvix yeHmpax u uHblXx Mecmax ¢ Macco8bim
npebvléanuem 1100etl akMmueU3UPYemcs. pasmeujeHue uHpopmayuu o nopsoke Oetcmeutl 2paicoan
npu nocmynienuu cuenana « becnunomuas onacnocmu .

IIpu nony4yenuu curnana HEOBXOAUMO:

= YTOUYHHUTDH MECTOHAXOXIACHUE POACTBEHHHKOB, 3a6JIaFOBp6MeHHO
OIPEaACIIUTE MECTO BCTPECUH,

- IPOBEPUTH HAJIUIUE JOKYMEHTOB, IIOATBEPXKAAOIIUX JUYHOCTH, TOTOBHOCTH
«TPEBOXHBIX YEMOJAHOB» U T.[.

- 3a6narospeMeHHo OMpeaCIUThE MECTa BO3BMOXXHOI'O YKPBITHUAA.

2. Ilpu ob6napy:xennun Jersimiero BBC HEOBXOJAMMO omnepaTuBHO
coobmute B MBI Poccun (menegor — 102) nnu Enunyro neypHO-IUCTIETYEPCKYIO
Clly’)k0y MyHHMIMIIAIBHOTO 00pa3oBanus (menegon — 112):

- haMuIHIO, UMSI, OTYECTBO;

- BpeMsa U MecTo oOHapyxeHus BBC; KonMuecTBO ammapaToB W HX THII
(camonémmuuiii unu K6aOPOKONMeEPHbIiL);

- MPUMEPHOE HaIlpaBJI€HWE WU BBICOTY IONETA (Hanpumep: HanpaeieHue Ha
cesep, evicoma mempos 50, nemum 6 CMOPOHY ... 0O0bEKMA UIU HACENEeHHO20
nywkma), a Taxxke xapakrep nosezneHus bBC (3asucanue, 6appasicupoeanue Hao
06vexmom u m.o.);

- HHYIO Ba)XHYIO HH(OPMAIIHIO.

13 ITanee — BBC.
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3. B cayyae oc/j0kHeHHs1 OOCTAHOBKH 10 HACEJEHHs TOBOAHTCS CHIHAJ
«YI'PO3A ATAKH BECITUJIOTHUKAY.

Cnpagouno:
Hanuwiil cuznan o3nauaem, umo eosnukna peanvian yepo3a amaxu BBC.

B coomeememeuu ¢ NONYVYEHHBIM CUCHAIOM DE2UOHAIbHBIMU U MYHUYUNATbHBIMU OP2AHAMU
enacmu, a makce cunogeimu_cmpykmypamu_goinoansiomes IIPAKTHYECKHE meponpusmus,
U3 HuX:

- 6 pecuonanvrulx u Mynuyunaroivix CMHU, mopeoewix yeHmpax u uHblx Mecmax ¢ Macco8vim
npebuvisanuem n100eli  pasmewjaemcs. uHopmayus 0 nopsoke Oelcmeull  2paxcoan npu
603HUKHOBEHUU peallbHOU yepo3el amaku BBC;

- 2paxcoane ciedyiom 8 Oaudcatiuiie YKpolmus U Haxo0Amcs mam 00 NONYYeHUs CueHana
«OTEOH BECITH/IOTHOH OITACHOCTH ».

IIpu nony4yenuu cursana HEOBXOAUMO:

a) NpH HAXO0KAEHHH Ha paboTte:

- OTKJIIOYHUTH HApy)XHOE€ W BHYTPEHHEE OCBELUECHHWE, 3a HUCKIIOYEHUEM
CBETHJIbHUKOB MaCKUPOBOYHOT'O OCBEIICHUS (NpU HaTuyuu),

- €CJIM IIEPCOHAJI He MOXKeT ITOKUHYTh pabodee MeCTO B CBSI3U CO CrielU(UKOH
€ro JesiTeIbHOCTH, TO HeOOXOAMMO 3aHATh MaKCHMaJIbHO O€30IacHOe MeCTO
(nodanvuie om OKOHHLIX NPOEMO8, Mam, 20e HAUOONLUIAA MONWUHA CMEH UIU
nepexpuimui u m.o.).

Bo Bpewmsi peanbHoM yrpo3el araku 6OecnunotHuka JAIIPEIINAETCS
NOIXONWUTH K OKHAM (OCKONIKU CMEeKNa MO2Ym NOPAaHUmMb) U TI0JIb30BaThCS TUQTOM.

0) NpH HAX0XKIEHHH B AaBTOMOOH.Ie HJIH 001eCTBEHHOM TPaHCIOPTe:

- HEMENJEHHO  OCTAaHOBUTE aBTOMOOWIb  (nompocume  80Oumens
o0bwecmeeHH020 mpancnopma OCMaHo8UMs €20);,

- TIOKUHBTE AaBTOMOOUIL (0bujecmeeHwHvili mpaHcnopm) W TPOCIemyrTe
B Onmxaillee yKpbITHE (nO0BANbI U YOKONbHbIE IMANCU JHCUNLIX OOMOS,
KanumanbHulX 30aHULL U COOPYHCEHUN, NOO3EMHble Nepexoovl, NapKUH2U, a Npu ux
omcymcemeuu ecmecmeenHvie U UCKYCCMEeHHble YenyONeHus Ha MeCcmHOCmU
(mpanweu, kanaegwl, o8pazu, Amoel) ulu 6oIvLULUE 0EPEBbS).

B) IPH HAXO0KJAeHHH JoMa:

- IEPEKPBITH I'a3, BOLY, OTKJIFOUUTH JJIEKTPHYECTBO;

- IJIOTHO 3aKpbITh OKHA, IBEpHU, BEHTUISLIMOHHBIE U APyTUe OTBEPCTHS,

- B3ATb C COOOH JHYHbIE NOKYMEHTBI, JE€HBIU (MO BO3MONCHOCMU 0epHCamb
6 20MOBHOCMU  «MPEBOJUCHBIUL  YEeMOOAHYUK», KOMOpP®lU  OONXHCEeH  Obimb
YKOMNNEKMOBAH anmeukol ¢ HeobXo0UMbIMU JNeKapCmeamu, 3anacom 800bl U
NpOOYKmMO8 NUMAHUs, 0OHOPA30801i NOCYOOT, CPEOCMBAMU TUYHOU 2ULUEHDL, BEUJAMU
(HudicHee Oenve, HOCKU, mennas o00excoa), oHapukom ¢ 3anacom bGamapeek,
CRUYKAMU, 20308bIMU  3AACUSATIKAMY, NEPOYUHHBLIM (YHUBEPCANLHBIM) HOMCOM,
HUMKAMU, U20JIKOU, HOHCHUYAMU, CPeOCMBAMU C853U, C 3aPAOHbIMU YCMPOUCMEaMU
U CMEHHOIMU 27IEMEHMAaMU NUMAHUA U M.0.),

- IPEYIIPEIUTh COCeIel, BAPYT OHU He YCIBIIIAU CUTHAT,

- 0Ka3aTh [IOMOILb OOIBHBIM, AETSAM, HHBAJIUIAM, [IPECTAPEIIbIM;

- CIIyCTUTHCSI HAa HWKHUE 3TaXH, B OABAJ, MAPKUHT, TOrped u T.1.
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4. Ilpn BHe3anHoM mnpumeneHud npoTuBHHKOM BBC (nadenuu BBC)
HEOBXO/JUMO:

Venpimas XapaKTEepHBIH 3BYK JIETAIIETO OECIUIOTHHKA (8 3a8ucumocmu om
osucamens 38yk BBC 6yoem om sscyscoicanus 00 36yka 2a30HOKOCUNIKU UIU MONeOQ)
HEeOo0X0IMMO He TaHUKOBATh U COXPAHATh CIIOKOHCTBHE, 3aiTH B GiIMKalIlIee 30aHue,
6o BEIOPATh HHOE MECTO ISl YKPBITHS;

- uHpopManuo o Mecte nanenus BBC coobwurs B MBI (menegpon — 102)
win Exunyio 1exypHO-IUCTIETYEPCKYIO CIIy )0y (menepon — 112);

Hu B xoeM citydae He fienaiiTe ¥ He pacipocTpaHsanTe HOTo U BUIEOMATEPHAIIE]
ataky bBC B conmanpHBIX CETAX M MECCEH/DKEPAX — 3TO MOXKET [TOMOYb MPOTUBHUKY
BBITTIOJTHUTH KOPPEKTUPOBKY U ITOBTOPUTE ATAKY.

151 3KCTPEHHOr0 YKPBITHSI MOTYT HCII0JIb30BAThCS S

- NOJABAJBl U LIOKOJIbHBIE 3TaXKU MXWIBIX JIOMOB, KallUTAJIBHBIX 3MaHHAN |
COOPY’KE€HHUH, IO3eMHBbIe ITepeX0bl, TApKUHTH;

- TIepBbI€ 3TaXH MOJBE30B MHOTOKBAPTUPHBIX JKHIIBIX JTOMOB, BHYTPEHHHE
IIOMELIEHHUs] B 3[aHUAX, KBapTUpaX JXXWIBIX IOMOB (Kopudop, mambyp, 6aHHas
KOMHAmMQ, uHble NOMeWeHuUs, 20e Hem OKOH).

Ecaun npu atake BBC Bbl HaxoauTech HAa OTKPbITOH MECTHOCTH:

- HeoOXOIMMO CPOYHO HCKaTh ONIM)KaWIMe YKpBITHS, B TOM YHCJIE B BHIE
€CTECTBEHHBIX M HMCKYCCTBEHHBIX YIUIyOJICHHMN Ha MECTHOCTH (mpaHuies, KaHaea,
oepaz, ama) WK OOJbLINE TePEeBbHs;

- IIPM B3pbIBE Cpasy JieYb Ha 3eMJIIO, 3aKPbITh OJIOBY pyKaMHU U NPUOTKPHITH
pOT (umobul yposHame 0asnerue). He mogHuUMaiTeCh 1OCe IIEPBOrO B3PHIBA, JIy4Ille
aKKypaTHO OTKAaTUTECh WJIH OTIIOI3UTE B CTOPOHY;

- n30eraiiTe OOJILLIOTO CKOILJIEHHUS JIIONEH.

Ecau npu atake bBC Bbl HaxoauTech B aBTOMOOH1€ HJIH 00111€CTBEHHOM
TpaHCHopTe:

- He IBITAWTECh yexaTh U3 30HBI aTakd, a HA0OOPOT MaKCHMMAJIBHO OBICTPO
OCTaHOBUTECH;

- MOKHUJAaliTe MalIuHy ¢ IPOTHBONOJIOKHON cTOpoHbl ataku BBC, oroitaute
(omnon3ume) OT MaLLIMHBI KaK MOXKHO JaJIbIIIE;

- MIIUTe OnrKaiiiue yKpBITHS (H008AbL U YOKONbHbIE SMANCU HCUTBIX OOMOS,
KanumanoHulx 30aHULL U COOPYIHCEHUU, NOO3EeMHbIe Nepexoobl, NAPKUHSU, d NPU UX
omcymemeuu ecmecmeeHHbvle U UCKYCCMBeHHble YenyOleHus Ha MeCmHOCmuU
(mpanwieu, kanagel, oepazu, Ambvl) Ul 6onbLUUE 0epesbsl).

Ecau npu atake BBC Bbl HaxoauTech Joma:

- [10 BO3MOYXHOCTH CITyCTUTHCS Ha HI)KHUE 3TAXKH;

- BO3bMHUTE C cOOOH JIMYHBIE AOKYMEHTHI, TelnedoH, paauo Ha OGaTapeiikax,
(hoHapHK, BOLY, METUITHHCKYIO Il TeUKY;

- BBIOEpHTE KOMHATy, KOTOpas He HMMEeT OKOH — O3TO BaHHas, KJamoBasd,
KOPHIOP, TyaseT (uem Ooibuie moauwiuHa cCmen, mem evluie Bawa b6ezonacnocme);
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- €CJIM B JIOM€ eCTh IOJBAJI WIH Morped, CIIyCTUTECh BHU3, €CJIM B JOME HET
noziBajia — TO Ha HHXKHHE 9TaXKH, B [IApKUHT; Y€M HUKE — TEM JIyYIlle.

Bo Bpems ataku OecnmnotHHKka JAMNPEINAETCS nonxonuTs K OKHAM
(ockonku cmekna Mo2ym nopanums) ¥ 10J1b30BaTHCS TUGTOM.

S. Ilpu nmocaake (nadenuu) BBC SAITPEIIIEHO:
- IOAXOIHUTH K 00JIOMKaM U He Tporath uX. OHM MOTYT OBITh SAOBUTHIMU HIIH
B3PbIBOOIIACHBIMU;

- HUCIIOJIB30BaTh PaJHOCBA3b, MOOMIBHBIM TenehoH U ycrpoiictBa ¢ GPS-
HaBUTaLlUEeH.

S. Uto aenarthb nocje okonyanus ataku BBC:

- IEPEIBUTalTECh OCTOPOXKHO ¥ BHUMATEIBHO, CMOTPHUTE cebe IO HOI'H;
- He MTOJHUMAaMTe C 3eMJIM HUKaKUX He3HAKOMBIX IPEIMETOB,;

- CMOTpHUTE 3a JE€TbMH, IePKUTE UX IIpH cede.




